Efficient erasable watermark embedding in medical images
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Abstract — In nowadays it is a major objecfive to protect
healthcare information against unauthorized access.
Comparing conventional and electronic management of
medical images the later one demands much more complex
security measures. Medical image integrity verification using
watermark technology may have several advantageous
properties.

In case of medical images it is important that the original
image should be kept intact. When a watermark is embedded
into an image it will be modified — the degree of the
modification depends on the applied embedding mechanism
and on the size of the embedded data. The embedded data
can be used for various purposes like ownership or integrity
verification. If the original image should be provided to the
recejver erasable watermark mechanism must be used in the
embedding process. In this article we propose a new scenario
for the construction process of erasable watermarks.

L. INTRODUCTION

Modern healthcare is based on digital information
management, where the patient data and all the medical
information is stored and processed by computer systems.
Extensive use of computer based applications and the
development of the information infrastructure provides
new possibilitics for telemedicine applications like
telediagnosis, teleconsulting and  telesurgery.  Till
nowadays healthcare focused mainly on the treatment of
the patient. Healthcare informatics creates new
perspectives. On the other hand it is evident that
introduction of new IT based solutions cannot affect
patient care. Many healthcare practitioners may have
gathered experience dealing only with paper and film.
Even to maintain the security for electronically handled
information different measures are required. It is a main
objective to protect health information of individuals
against unauthorized access. Several standards define
security measures to be implemented in healthcare. For
instance in US HIPAA regulations cover privacy and
security of patient healthcare data. DICOM, HL7, CEN251
Working Groups are also facing different aspects of the
problem. The main three concepts of medical security are:
confidentiality, reliability and availability [1].

In this paper we are focusing on the management of
medical images, discussing the watermark embedding
mechanism. We are proposing method for watermark data
embedding. where the embedded watermark is erasable but
still secure. Qur proposed inethod could be applied to all
types of medical images which are electronically
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maintained without hurting the conventional image
handling principles. '

The medical patient record contains various information
about examinations, annotations, diagnosis information,
prescriptions — generally about the medical history of a
patient including medical images. Medical patient record is
collected by health professionals in various locations, and
the collected data is called Electronic Patient Record
(EPR). Due to medical secrecy regulations collected data
should be stored and handled confidentially.

In case of medical image integrity verification
watermarking is one possible solution, which has several
advantageous properties. If the data which carries
additional information — used for integrity or authenticity
verification etc. of an image — is handled separately from
the image the procedure may be sensitive to errors, since
there is no strict link between the image and data file. If the
data is embedded in the image it ensures that the image and
the additional information is handled and processed
together. The number of studies on image watermarking of
medical images is relatively small. Anand et al. [2]
proposed insertion of the encrypted EPR record into the
least significant bit (LSB) of image pixels. Miaou et al. [3]
proposed also a solution which is based on LSB insertion
where the embedded data composed of various patient
data.

In case of medical image reliability verification it should
be checked that the image has not been modified by any
non-authorized person and that the image belongs to a
claimed patient. To ensure these the embedded information
should be linked to the image and to the patient also. In
case of medical images there are always associated data
belonging to the image [4]. These can be for example the
technical parameters of image acquisition or visualization,
type of contrast media, clinical data such as the context of
the medical examination, patient identifier, etc.. In most
cases associated data is necessary to set up a diagnosis. In
medical information systems — especially when they try to
interoperate with each other — there is a need for unique
image identification technique which could guarantee the
consistency of the image and associated information. In
this paper we propose a watermark data embedding and
buildup procedure - independent from the applied
watermarking technology. We propose a watermark data
buildup procedure, where the embedded data is linked to
the image and to patient information too. The information
associated to medical images can be considered as patient
related data, which varies depending on the type of the
medical image — these could be different in case of MRI



images, X-Ray images and so on. In this paper we do not
focus on the specification of image related data, we are
considering it as a patient-related data, where the content
can be image-dependant.

1. ERASABLE WATERMARK EMBEDDING
MECHANISM

In some application such as medical images even the
minimal distortion caused by the embedding process is
unacceptable. An engineer might be convinced that for
example a small amount of embedded data will not change
the doctor’s interpretation of an image, but probably the
same arguments would be less persuasive in a courtroom.
In these cases the only way to guarantee that no significant
changes has been made is for there to be no change at all.
Erasability requires that the original work can be recovered
from the watermarked work. The construction of an
erasable watermark poses a fundamental problem [5];
theoretically it is impossible to make an erasable
watermark that can be embedded in 100% of the content.
Friedrich et al. [6, 7] have proposed a variety of algorithms
that try to work around this issue,

Aiming to link the embedded watermark data to the image
it is needed that the watermark information would be
derived from the image data or from specific image
properties. It can be a digest of the complete image or
digest of specific image properties such as the LL band
components in wavelet domain, or based on ROI (Region
of Interest) part of the image [8]. This digest should be
unique — a different digest should be generated from each
different image. The digest should be constructed in a way,
that given a digest which is generated from a specific
image it should be fairly impossible to find another image
from which the same digest could be produced. An
algorithm is provided in [9] which fulfils these
requirements.

Medical images — such like other images — can be
segmented, the Region Of Interest (ROI) part can be
determined. The remaining part of the image can be
segmented further based on other principles. Our
embedding mechanism uses segmenting algorithms which
are independent of the embedding mechanism, but the
same segmenting methods should be used on the
watermark embedding and on the receiving side.

The proposed embedding method is the following:

L. ROI = {1, }whereroi(I,) =1x=1.N (1)

where I={ I, } x=1.N

Which means that the ROI part will contain those image
blocks where the roi() function provides a positive result.
The original image I consists of N Iz, image blocks. The
roi(/z) function selects the Region Of Interest parts of the
image which means that those image blocks will be part of
the ROI where the roi() result is 1.

1— 1, € ROI

roi(l;)= @
0— I, & ROI

0 =11, wherc roi(I,)=0 x=1.N 3)

O will contain those image blocks which arc not part of the
ROI region, where the roi() function gives negative result.

2. Generation on the embedded watermark data W),
based on the image, and on selected part of the EPR data as
described in detail in [9].

3. Select those O; blocks where W, can be
embedded into. We suppose — since the embedded data is
small — that it is always possible for the emb() function to
embed the watermark data into O; blocks. Since medical
images have high resolution image block size should be
chosen such a way where the embedding of the given data
size is feasible. The embedding function which embeds
Wp into the original image I is emb(l, W) and its result is
the watermarked image I.

0={0,}i=1.M “)

O = {Oi} where roi(emb(emb(O,W,),W,)) =1,
i=1.M %)

0= {Oi} where roi(emb(emb(O,,W,),W,))=0,
i=1.M (6)

where (7 will contain those image blocks where the
generated watermark data W, can be embedded. Image
blocks of O" will contain the embedded watermark

information, the image blocks of (" will not contain
embedded information.

4. Embed the generated watermark data W into
O~ blocks:

Ow = {emb(Oj, WD)} where O; € O”and j=1.M (7)
The embedding function emb() embeds the generated

watermark data into each image block in 0" .

5, The O”blocks in the original image 1 will be
replaced by O”wblocks, the result will be the

watermarked image [, :

Lyg, =1, wherel, € ROIk=1.N
Iy =Iyg =1, wherel,, e O k=1.N (8
Ly, =0y where I, € O” k=1..N

The embedded W, is generated by the Trusted Third Party

(TTP) and unique for each picture, it depends on the image
and some sclected EPR information [9]. We propose to
work with the embedding key — it is used during the
watermark embedding and detecting process — which is
calculated from the ROT part of the image. It can be for
example the first 56 bit of the hash output of the ROI data
(the required key size depends on the applied embedding
algorithm) [10].
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The image integrity verification process is the following:
1. ROI =11, } where roi(I,) =1 x=1L.N (9)
where I={ I, } x=1.N

N -
rolls)=10 5 1, ¢ RO J
0 ={roi(Il5,) =0} x=1.N an

2. Determine those O, blocks where W, was
embedded into.

o={0,} i=1.M

0 ={0,} where roi(emb(emb(0,,W,),W;))=1
i=1.M (12)

0.3 = {O,.}where roi(emb(emb(O,,W,),W,))=0
=1.M (13)

0, contains those image blocks where watermark data
W, is embedded.
3. Extract the watermark data I p from Oy,” blocks:

Wp =ext(0,)} where 0,€ 0" j=L.M,  (14)

during the extracting process the same watermarking key
should be used as in the embedding process.The ext()
function extracts the embedded watermark data from
image blocks.

The integrity verification is done by comparing the

extracted W'p and the original watermark data W, . If

these arc identical the image integrity is intact. The details
of integrity verification is described in [9].

4.  Since the watermarking key and the embedded data is
known at the receiver side — if the image integrity
verification was successful — the embedded watermark can
be removed:

0~ ={rem(0,,W,,)} i=1.M (15)
The rem() function removes the embedded watermark data
from image blocks, it is possible if the embedded data and
the key is known which was used during the embedding
procedure. In this case both of that are known and the
removal is possible. Because the embedding function and
the embedded information are known for the receiver of
the image for the removal there the knowledge of the
original image block is not required for the removal [5,
10].

[Il. ANALYSIS OF THE EMBEDDING ALGORITHM

Since the image blocks in the ROI part of the original
image will not be modified during the embedding process
the image can be seen aud analyzed even before the image
integrity verification would be processed and the

embedded information would be extracted. If the roi()
function selects the most important part of the image
properly than the relevant part of the image will be shown
on the watermarked image intact.

In general the key which is used during the embedding
process should be kept secret — in case of copyright
protection application it is possible to remove the
embedded copyright information if the attacker has this
key. If in the proposed algorithm the embedded watermark
is removed than during the verification procedure it would
be detected that the image doesn’t contain appropriate
watermark and the verification would give a negative
result. The embedded watermark can be removed knowing
the algorithm details, so it is not possible to use it like
copyright protection. The attacker could succeed only if he
would be able to modify the image and afterward embed
sach a watermark data where the integrity checking
process wouldn’t detect the change. Since the watermark
data generation is based on the image and some related
data and in the calculation process a TTP is also involved it
is not possible to modify the image — this alteration would
be detected during the verification process, when the

validity of W}, is checked. To generate a false W), data is

considered to be impossible since the private encryption
key of the TTP would be required which is considered to
be kept secure.

IV, CONCLUSION

The offered solution offers erasable watermark embedding
possibility where the embedded watermark could be used
for integrity verification purposes. The embedding solution
cannot be used to hide copyright information into images,
but for image integrity verification it offers erasability. The
watermarked image can be analyzed even before the
integrity verification would have been finished and the
watermark removal would have happened since the ROI
part of the image will not be modified during the
embedding procedure.
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